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                                          1&2

Aim 1: TCP Scanning using NMAP.
Aim 2: Port scanning using NMAP.

Purpose:
This lab will guide the student in installing the nmap tool and GUI in Windows. The student
will then perform a set of exercises that will familiarize them with the basic functionality of the
nmap scanning tool using both Linux and Windows.

Software Requirements:
Nmap for Windows http://download.insecure.org/nmap/dist/nmap-4.20-setup.exe
VMware Image called: “fc5mini.zip” will be provided. It has nmap already installed.
OPTIONAL: MS .NET Framework 2.0 (Needed by Nmap GUI to work properly)
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=0856EACB-
4362-4B0D-8EDD-AAB15C5E04F5
Nmap GUI for Windows http://www.craftysoftwares.com/SWdownload/nmapview.zip

References:
   1. http://insecure.org/nmap/ (Nmap)


Part 1 – Installing Nmap on the Windows Guest
1. On the Windows Host O/S, download Nmap for Windows from the link above.
2. Double-click on the nmap-4.20-setup.exe file to install it. Follow the install wizard and
    accept the default values.


Part 2 – Obtaining Your IP addresses
1. Use the ifconfig command in Linux and the ipconfig command in Windows to determine
    your IP address and record it below: Windows (Host
    O/S):________________________________ Linux (Guest O/S)
    :________________________________

Part 3 – Performing a Scan of the Local Network
1. For the following steps, please use the nmap command line tool installed on the Linux Guest.

2. Scan your subnet to determine how many hosts can be found. For example, if you are on the
    192.168.1.0 subnet, you would enter the following command: nmap –sP 192.168.1.* What
    is your subnet? ________________ How many hosts were found? ________________

3. Next perform a stealth scan (Please use the IP for your subnet): nmap –sS –P0 –p
    192.169.1.*

4. Now, you’ll perform an OS identification. Use the Linux O/S to scan your Windows
    machine: nmap –O Windows_IP_ADDRESS OS Type
    1:______________________________ Now we want to use the Windows machine to scan
    the Linux O/S. Go to a Windows DOS prompt and enter the following command: nmap –O
    Linux_IP_ADDRESS OS Type 2:______________________________
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5. Now we will perform a service selection scan. Let’s scan for all computers with FTP running.
    We would do that as follows: nmap –p21 192.168.1.* List the IP addresses with that has the
    FTP open: _____________________


Part 4 – Questions
For these questions please make use of the nmap man file.
   1. What is the difference between a TCP connect scan and a SYN scan?
       SYN Scan is a half open scan that is less likely to be logged; however it requires a
       privileged user account to use it. The TCP connect make a full connection. This does not
       require a privileged account but is likely to be logged.

   2. What is the purpose of the sP command line switch?
      Ping scan. Used to determine which hosts are up.

   3. What is the purpose of the sS command line switch?
      TCP SYN scan, A.K.A half open scan.

   4. How accurate is the OS identification facility of nmap?
      The OS identification is only an estimate and as good as the OS fingerprint database.

   5. What is the name of the file that OS fingerprints are stored in for nmap? Where is it
      located?
      /usr/share/nmap/nmap-os-fingerprints

   6. What are the three main functions of nmap?
      Host scanning, port scanning and OS Identificiation

   7. What command would you issue to scan for computers running web servers?
      nmap –p80 192.168.0.*

   8. What nmap command was issued to receive the following output (find)?
       nmap –????? –???? 10.0.0.108
   Starting Nmap 4.20 ( http://insecure.org ) at 2007-09-05 05:02 Eastern Daylight Time
   Initiating ARP Ping Scan at 05:02
   Scanning 10.0.0.108 [1 port]
   Completed ARP Ping Scan at 05:02, 0.30s elapsed (1 total hosts)
   Initiating Parallel DNS resolution of 1 host. at 05:02
   Completed Parallel DNS resolution of 1 host. at 05:02, 0.13s elapsed
   Initiating ACK Scan at 05:02
   Scanning 10.0.0.108 [1697 ports]
   Completed ACK Scan at 05:02, 0.11s elapsed (1697 total ports)
   Host 10.0.0.108 appears to be up ... good.
   All 1697 scann
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